
 

Security  
 
AX Group p.l.c., which company owns and manages the Subscription Management Application (SMA) 

endeavours to protect any data imputed and stored on the said SMA. Listed hereunder, are few of AX 

Group's efforts which have been put in place in order to safeguard such data: 

 

Hosting:  

Subscription Management Application is hosted on Amazon Web Server (AWS). AWS has certification 

for compliance with ISO/IEC 27001:2013, 27017:2015, and 27018:2014.  

Refer to link  

Refer to link 

 

ISO/IEC 27001 is a security management standard that specifies security management best practices 

and comprehensive security controls following the ISO/IEC 27002 best practice guidance.  

Refer to link 

 

Review: 

An independent 3rd party audit firm was engaged by AX Group (the ‘Company’) in October of 2021 to 

carry out testing of security controls relating to user access rights and vulnerabilities of the SMA.  

 

A detailed final report provided to the AX Group p.l.c. management on the 19th November 2021 asserts 

that No (0) known major or minor vulnerabilities were identified in the final testing on the basis of 

versions of the application tested and against the objectives set forth in the report. 

 

The testing included the following areas: 

• Screens Access Rights 

• Access to Transactions (applications) by Branch settings 

• Customer Application Creation Access 

• Customer Application Deletion Access 

• Vulnerability Assessment 

For further details kindly contact: simonpeter.camilleri@axgroup.mt 

 

https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Faws.amazon.com%2Fcompliance%2Fiso-certified%2F&data=04%7C01%7Csimonpeter.camilleri%40axgroup.mt%7Ca66796bd36b94939d08f08d9b40794c5%7C25bad7ea42fe48f2b564c25b5cc24224%7C0%7C0%7C637738766936999663%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=gwnReXP5owQjmoOGjAQxCJ%2BJN4Vc74KRCRDkr9B73fg%3D&reserved=0
https://d1.awsstatic.com/certifications/iso_27001_global_certification.pdf
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Faws.amazon.com%2Fcompliance%2Fiso-27001-faqs%2F&data=04%7C01%7Csimonpeter.camilleri%40axgroup.mt%7Ca66796bd36b94939d08f08d9b40794c5%7C25bad7ea42fe48f2b564c25b5cc24224%7C0%7C0%7C637738766937009614%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=bZZK4B9BonUhAORRN4skE3LuOwzc6CTPEMScnqQoxfQ%3D&reserved=0
mailto:simonpeter.camilleri@axgroup.mt

